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Lesson 1-Information Security Overview/Video

To complete this activity, you must view the video in English OR the Arabic version.

el A eyl A g a0 1 Y

i\' Lesson 1 Knowledge Check: Quiz [ 38 ) e @il by L

Multiple Choice and True/False questions.

What do you think is the goal of information security?
Sila gleall Cral Cha Ciagl) alEiely ga La

Select one:

a. Eliminate threats, ensure integrity, and provide access

Jsash 8 gig a3 Glad g cilyagdl) e eLail)

b. Protect confidentiality, availability, and integrity

v albily lsilly 4l Gle>

The goal of information security is protecting confidentiality, availability, and integrity of Information.

c. Protect availability and accuracy only
Jagd 4810 g ) i) Alas

d. Protect identity, availability, and accuracy
Aallg gl p 4y gl Alen

Information security is the responsibility of information technology staff only?
Sdaih iLa glaall Lin ol 35 33 ga Al g3ena g8 il glaall Gyal ()

Select one:

True

False v

» il slia daleall dlac ]



g [lealadin) A8y 55yl S aia)

@\ @\

Lesson 2: Password Selection and Usage/Video

To complete this activity, you must view the video in English OR the Arabic version.

Ayl @il gl & julmill Eaill gyauall anlie ile camy «guyall s oladl
z Lesson 2 Knowledge Check: Quiz [ 4 yaall i (giasll o jlsal

Multiple Choice and True/False questions.
el gl & julziVl @il Wl )l 9o baaliiey Cuad 3] V] Zlis e LasVl
s/ Ulsuo dliawlg samis o Hluis! dliwl HLisVl Jediy

TAIE g0 AalS A5 Jla A Las g
Select one:

a. Abdul10

b. TRE34dt72$R9k v

Correct! Because it contains upper and lower case letters, numbers, and special characters (&!#4S...)

c.123AbcNana4
d. UNRWA_88!

Your answer is correct. dsss.wa Slila|

The correct answer is: T&E34dt72$R9k

It is acceptable to have the same password for both personal and work use.

Jaadls adl) Al Ban) g g e AalS aladia) Jgabal) (e

Select one:

True

ELEdlse v
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'@ Lesson 3 - Social Engineering/Video

To complete this activity, you must view the video in English OR the Arabic version.

gyl @il ol @ julaiVl @il gyagall 3o lie clile i gyl ia plasd

i Lesson 3 Knowledge Check: Quiz [ 48l e giaill laus s

Multiple Choice questions.
daryell gl @bzl i)l S uyadl guoss Salitay Cued 13 V] 2lis e Lzl
AR e ksl dliwl )Ll ey

How can you protect yourself and the Agency from social engineering?

SdeLaia) Adighh e ANS ol g Ll Alas Slia, cdg

Select one:

a. Verify the ID of anyone who claims they are from your phone company, internet provider or IT
department support.
lea plaal) Lun ol 9285 am B pdla (e gl T AT a3 gl ¢ ASSE R G Al e el (o1 Do 08 (e et

. Do not give out passwords, o1 any information about your company’s system
clig i a3l o t;lLﬂ__gh.Aéi__giJJ_)&.n al.dsg}:u:i

c. Do not be intimidated especially by name droppers
a) Bl (e Aald a5 Y

d. All of the above
sSle) 39 ba U8
L4

Correct! Be suspicious of unsolicited phone calls, visits, or email messages from individuals asking about staff or other internal
information
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Which of the following could be an indicator of social engineering attack?
SiclaiaVl duwaigl psad (e [ige go$i ol oSeu il Loe ol

Select one:
Q. A SUSPICIOUS @Ml 4 ssda i g sl Al
b. An unknown person in the office wiSall (8 Wgyme s yosii
c. An unexpected phone call dnsgie pi fiaila dallSe
d. All of the above s)sl 3)g Lo JS v Correct! A Social Engineer can exploit all of these mediums to gain access to

your organization's sensitive information.

Your answer is correct. dass.a dla)

The correct answer is: All of the above sllc| 3)g s JS

Q;\

3 [ lan¥) suaadl g At g Y il S

@ Lesson 4 - Electronic Messaging and Phishing

To complete this activity, you must view the video in English OR the Arabic version.

gyl @il gl & alzo¥l Euilly gauadl Baaline clle cazy o wyall Lia plas)
\Z Lesson 4 Knowledge Check: Quiz [ % jdl e iatll iy jisa
Multiple Choice and True/False questions.

duy=l gl julaiVl il gyl Lyl g Banliiey Caad 15] V] 2lio e HLisyl
Los/ wlguo dliwlg 3amio o ylis) diwl LYl Jady

Complete this sentence: A phishing email...

Y] g SV sl sAlaad) ol Lasi

Select one:
a.Is a type of social engineering attack
Aelaiad) dudigl agaa (e £ 60 sa

b. Can be from an organization that you recognize, like a professional association
Apiga dpan Jia cLgh jat daliia (ha 0585 O OSay

c. Contains a link to a web site that asks you for personal information

duadd Slagleay s g i dlia alhy g aBgal byl ) o (s ging

d. All of the above
B IR ETFN
v

Correct! Phishing is a type of social engineering. It often appears to be from an organization you know, and almos

has a link or an attachment
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I can always trust any email sent to me by my friends or colleagues.
apillej ol pilBaal i o ) Jeyl epigySU] 3y sl Leily @il gl gubaial

Select one:

True

False v

YR (CE DN VN S RCICENE = PR OC,
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Lesson 5 - Recognize information security event

To complete this activity, you must view the video in English OR the Arabic version.

gyl @il gl & jlaiVl Bl gyoaall 52 lite e camy oyl 1ids plodd

z Lesson 5 Knowledge Check: Quiz [ 8l e (iacll e s

Multiple Choice questions.
a o)l ol & ulzsVl dai] puslal guyaJl guius Baalieg Cuas 13] V] plis e LVl
2azie o yluis! dliwl jLisVl Jady

Which of the following should you report?
Tdic E)L}Yl i ‘E,.L_n Laa L;i

Select one:

a. Theft of your Agency-issued mobile phone

Janlls aldl) J ganall elitly 43 4

b. A coworker accessing a file cabinet that’s not theirs

L) Jaa sl ¥ g ad il ) Jand) (8 Ja ) J g

c. Loss of some important documents containing refugee registration information
Ciadl) S Cilaglea o s giad Al Aalgd) 35 gl Gy o)k

d.Inadvertently clicking on a link in a Phishing email

A9 A 3 ) e el st Al A d ) o b g0 AU

e. All of the above
S ERETIN
v

e SO N O T Y Ty | g W (U SO D P
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Course Final Assessment/Quiz 533 ilgdl sy [auaal)

You have reached to the end of the course and you can take the course final
assessment/quiz to reinforce your knowledge.

This quiz is graded and you should take it after completing all the course five lessor
above and their quizzes.

You should complete the course final assessment/quiz and achieve a
required score 60% or more to get the certificate.

Good luck with the quiz and remember, you can refresh your knowledge at any time
re-taking this training course.

z Course Final Assessment/Quiz (550 Sl jaayif sl
Multinle choice and True/False anestions. No limit on attemnts.

Read the following statement and determine if it’s True or False:
The goal of information security is to protect Confidentiality, Availability, and Integrity (CIA) of
information.
s pl g S 13] Ls 32>y ALl 3)lusdl i3]
Ologlnell dnlyilly 35lsily & pull dlo> ga Slogluall ol o bagll gl
Select one:
True v

False

When receiving an email from an unknown contact that has an attachment, you should:
wlile iz @8y wls e Agypme it JLadl dgz (e gyl Al \pil 2ic

Select one:

Forward the email to your co-workers to allow them to open the attachment first
Vol opall zity pg) zlowill Joasl (b lidlej (] duigyiSIVl Alupll auzgd alel

Open the attachment to view its contents

45 aa (el (88 el

Delete the email and report to IT Service Desk

Dlegloall Lizglgisi Dleas i £y (pigySd¥l 2ypll B> Correct! Never to open suspicious or unsolicited
attachments < g2

Forward the email to your personol email account so you can open it at home
Jiiall (b g oo oSadd e bl (pigySIVl @y 1 wibass (o] apigpSIyl Alwyl ggi ac]
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Which of the following represents a strong password?
§d395) 90 dedSliasllowes]

Select one:

rdnssera$$
Jabal234
FidaJobaseed

Bttl80Ihtwial50%b « Correct! Because you use a combination of UPPER case and lower case letters,
numbers, and special characters. It's also longer than 8 characters and not easy to guess.

Why is it important to have a good understanding of Information Security policies and procedures?

fla ghaall Gal il ) g Slaacd b agd &UA &5 O agall Ga 13l

Select one:
Helps protect staff and Agency from being victims of information security incidents

ila plaall Cal @l gad G il) (e ANS gl g Cypdlh gall Aglan o Loy

Provides an understanding of how to report a information security incident
Claslaall al ila g F3LY) A8l agh B
Helps to understand your responsibility to protect Agency information

I\.tls,.h thk.na.‘lwsﬂﬂgi‘gwﬂﬁub daclay
All of the above

o2le) 3 9l JS & Correct! All points are objectives of this course

What is the most common delivery method for viruses?
i g pudll JUESY Lo gas JESY) Ay yhal) A La
Select one:
Instant Message ¢ 4l
Portable media 4 saall 3y Jilug
Email <3558V L0l Correct! Of all the methods, Email is most common

Internet download < i) (e Clilall Joass
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What should you do if you think your password has been compromised?
Slaslyisl ai a5 cl dolal jgpell dalS i a8ing Cus 13] J=ad ol ca 13le

Select one:

Change your password
el Aol jgpell dalS

Report the incident to the IT Service Desk
Salal) 13 OF Slaglaall L gl 360 Slasd L€ AL

Check other systems that you have accounts on as they may be compromised as well

Ll (3) AR cudn s 0 955 8 gAY Lple il olal (20 (g AY) LaBR) Ga (giad

All of the above
P 4,8 La dﬂ
v

Correct! Changing of passwords after such incidents is the first step together with the other actions.

You receive the following email from the Help Desk: LzglgisSs Jileas S o dulil duigyiSIVl Allupl Cudly
Dear Email User, 2ol
Beginning next week, we will be deleting all inactive oSNl 3l a5 i s
email accounts in order to create space for more i g SIVI oy 3l Sl Zren CHAmies el £ oVl e ley
users. You are required to send the following Jluyl e Gami e diiamedl o ST 3am) doluwe 2Lag) dbaill
information in order to continue using your email o 131 L pbigyiSIVI g lias plaiiul dlslged Gl Slegluall
account. If we do not receive this information from you iy vl GME] piaud Eorwll dilgh clie Dleglnell 2in 3l
by the end of the week, your email account will be s g SN
closed.

(Vg V1) mt -

g PSIVI 2 il pasieuadl ol -
ol amls -

53Vl Fu i —

Jaasll (gyISINI 3 5401 =

— Name (first and last)
— Email Login

— Password

— Date of birth

— Alternate email

Please contact the Webmail Team with any questions.

e oS S dliwl L (g iUVl 2y 5l Guyds JLadVl gy
Thank you for your immediate attention

)l aSalaial

What should you do? Click All that Apply. | & I LV Sasl SUmar ol o 13l
AiSeel doumuol 12V g ) ol e

Select one or more:

a. Do not reply to the message
Al e 35N o

Correct « s

c. Report the phishing email to IT Service Desk

+  Claginall Lo gl iS5 lasd 8€a ) ASaN) st Aoy So S5 A3
Correct i sa

d. Delete the Message
Ul Bial o2

Correct < 3=
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Your supervisor is very busy and asks you to log into the HR System using her user-ID and password to
retrieve some staff reports. What should you do?

Jgaall yaall dolill jgpall dalSy paiiumall auwl placiwl d piull 3jleall ol oJ] Jesall clie willyg a2 Jesine soledl Jyae
§Usa gl dlyle e . uabgall y)li5 jam wls

Select one:

a. Ignore the request and hope she forgets
bl Loyl o i ol Jolig allndl Jarlai

b. It’s your boss, so it’s okay to do this
iy bl gub ¥ Y B piliadl clipis o

c. Decline the request and remind your supervisor that it is against the practice of not sharing
passwords

sapadl OlalS 35)Lie pac duylend callve Josl 132 ol el S iy calladl yad)
v

Correct! It is against IMD Access Control Policy and best practice to share passwords

seleollbus piz g agolbiulsosllpe ro el | o Axiglgiai i1y bolzo ] o sigh dyaillgsdzely
)38 100050 Wile J gzl gl agiobil ] guo o155 il 2] o iy e g6 2l Jilwg asa JUs oo @06 86
Sayaillgs el bz clizioleacbuyylpSaploou

Select one:

a. Backup important data

Aalgl) it halday) fdll

b. Always check who the email sender is
o SRSl pads 98 Cpalaila 8

c. Refrain from clicking links in email

3 Y1l B ) e B g L)

d. Always ensure your antivirus are up-to-date
g Ao lisaacilu g pullliadlCamal sl alailaasls
e. All of the above

abls) 39 la 8
v

Correct! All above action are proactive and should be done
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Your Agency provided laptop device was stolen while travelling. What should you do?

fads O dlide 1 ia i) oL elicecipa DA Cra dll axiall g iy Galdl) J ganall 5guaagl jlga 43 po a5 il

Select one:

a. Report the theft of your laptop device immediately to your field IT service desk
Sl B e glaal) L o135 Aasd i€ ) i) o ey Galal) Jpanal) figasall) Jlga 48 o E3LY)

b. Change all passwords stored or used on the device, including email, Dropbox, banking, etc.

Lag A punal) Clladdl) g ¢ u pr g ¢ I ) ) 8 Lay jlgadl e Aaadiiall g A Al )5 pall el pran justs
LR

c. Notify credit card companies and banks if you used the device for shopping or banking
A paall Jlas ) i g S0 (5 gull Jao ¥ Jlgadl ardins it 13) o gidl g Glaisy) cilbhy cils p b

d. All of the above
sblela g ba U
+

Correct < g
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