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a. Is a type of social engineering attack
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. Can be from an organization that you recognize, like a professional association
dige daren e clgh i Aaliia (g 0585 O (K

c. Contains a link to a web site that asks you for personal information
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d. All of the above
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a. Theft of your Agency-issued mobile phone
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b. A coworker accessing a file cabinet that’s not theirs
Lel) Jsa sl Y i ad lile ) sl (8 de ) s s

c. Loss of some important documents containing refugee registration information
S Jimasi il glaa e g gind il Aalgll (356 g1 omny (laid

d. Inadvertently clicking on a link in a Phishing email
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Forward the email to your personal email account so you can open it at home
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Forward the email to your co-workers to allow them to open the attachment first
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Open the attachment to view its contents
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Delete the email and report to IT Service Desk
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Helps protect staff and Agency from being victims of information security incidents
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Provides an understanding of how to report a information security incident
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Helps to understand your responsibility to protect Agency information
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Change your password
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Report the incident to the IT Service Desk
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Check other systems that you have accounts on as they may be compromised as well
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a. Respond to the message with requested information
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b. Report the phishing email to IT Service Desk
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c. Do not reply to the message
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d. Delete the Message
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a. It’s your boss, so it’s okay to do this
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b. Ignore the request and hope she forgets
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c. Decline the request and remind your supervisor that it is against the practice of not
sharing passwords
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a. Backup important data
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b. Always check who the email sender is
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c. Refrain from clicking links in email
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d. Always ensure your antivirus are up-to-date
& leacsledanail 5 jalliailCanal juilialalasls
e. All of the above
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a. Report the theft of your laptop device immediately to your field IT service desk
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b. Change all passwords stored or used on the device, including email, Dropbox, banking,
.etc
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c. Notify credit card companies and banks if you used the device for shopping or banking
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